
©2024 WBES WBSS 

 
 

Wissen Baum 
 
 
 

Key Changes: 
 Upgrading for ISO 27001:2013  

to ISO 27001:2022  
 



©2024 WBES WBSS 

Key Changes : 27001:2013 to ISO 27001:2022 
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ISO 27001:2013 
 

1. Name 
Information technology — Security techniques — 
Information security management systems — 
Requirements 

ISO 27001:2022 
 

1. Name 
Information security, cybersecurity and privacy 
protection — Information security management systems 
— Requirements  

2. New terminology databases 
 
Terms and conditions 

• For the purposes of this document, the terms 
and definitions given in ISO/IEC 27000 apply 

 

2. New terminology databases 
 
Terms and conditions 

• For the purposes of this document, the terms and 
definitions given in ISO/IEC 27000 apply.  

• ISO and IEC maintain terminology databases for use 
in standardization at the following addresses:  

• — ISO Online browsing platform: available at 
https://www.iso.org/obp  

• — IEC Electropedia: available at 
https://www.electropedia.org  

 

Key Changes : 27001:2013 to ISO 27001:2022 

https://www.iso.org/obp/ui
https://www.electropedia.org/
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4.2 Understanding the needs and expectations of 
interested parties 
 
The organization shall determine:  
a) interested parties that are relevant to the 

information security management system 
b) The requirements of these interested parties 

relevant to information security 

4.2 Understanding the needs and expectations of 
interested parties 
 
The organization shall determine:  
a) Interested parties that are relevant to the information 

security management system 
b) The relevant requirements of these interested parties;  
c) Which of these requirements will be addressed 

through the information security management system.  

4.4 Information Security Management System 
 
The organization shall establish, implement, maintain 
and continually improve an information security 
management system, in accordance with the 
requirements of this International Standard. 

4.4 Information Security Management System 
 
The organization shall establish, implement, maintain and 
continually improve an information security management 
system, including the processes needed and their 
interactions, in accordance with the requirements of this 
document.  

ISO 27001:2013 ISO 27001:2022 

Key Changes : 27001:2013 to ISO 27001:2022 
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6.2 Information security objectives 
 
The organization shall establish information security 
objectives at relevant functions and levels.  
 
The information security objectives shall:  

a) be consistent with the information security 
policy 

b) be measurable (if practicable);  
c) take into account applicable information 

security requirements, and results from risk 
assessment and risk treatment 

d) be communicated 
e) be updated as appropriate. 

6.2 Information security objectives 
 
The organization shall establish information security 
objectives at relevant functions and levels. 
 
The information security objectives shall:  

a) be consistent with the information security policy  
b) be measurable (if practicable) 
c) take into account applicable information security 

requirements, and results from risk assessment 
and risk treatment 

d) be monitored  
e) be communicated 
f) be updated as appropriate 
g) be available as documented information.  

ISO 27001:2013 ISO 27001:2022 

Key Changes : 27001:2013 to ISO 27001:2022 
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7.4 Communication 
 
The organization shall determine the need for internal 
and external communications relevant to the information 
security management system including:  
 

a) on what to communicate;  
b) when to communicate;  
c) with whom to communicate;  
d) who shall communicate; and  
e) the processes by which communication shall be 

effected 

7.4 Communication  
 
The organization shall determine the need for internal and 
external communications relevant to the information 
security management system including:  
 

a) on what to communicate;  
b) when to communicate;  
c) with whom to communicate;  
d) how to communicate.  

ISO 27001:2013 ISO 27001:2022 

Key Changes : 27001:2013 to ISO 27001:2022 
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8.1 Operational planning and control  
 
The organization shall plan, implement and control the 
processes needed to meet information security 
requirements, and to implement the actions determined 
in 6.1. The organization shall also implement plans to 
achieve information security objectives determined in 
6.2.  
The organization shall keep documented information to 
the extent necessary to have confidence that the 
processes have been carried out as planned. The 
organization shall control planned changes and review 
the consequences of unintended changes, taking action 
to mitigate any adverse effects, as necessary. 
The organization shall ensure that outsourced processes 
are determined and controlled. 

8.1 Operational planning and control  
 
The organization shall plan, implement and control the 
processes needed to meet requirements, and to 
implement the actions determined in Clause 6, by:  
— establishing criteria for the processes;  
— implementing control of the processes in accordance 
with the criteria.  
Documented information shall be available to the extent 
necessary to have confidence that the processes have 
been carried out as planned. The organization shall control 
planned changes and review the consequences of 
unintended changes, taking action to mitigate any adverse 
effects, as necessary.  
The organization shall ensure that externally provided 
processes, products or services that are relevant to the 
information security management system are controlled.  

ISO 27001:2013 ISO 27001:2022 

Key Changes : 27001:2013 to ISO 27001:2022 
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Structure of 9.2 and 9.3   
 

9.2 Internal audit  
9.3 Management review 

Structure of 9.2 and 9.3   
 

9.2 Internal audit  
9.2.1 General  
9.2.2 Internal audit programme  

9.3 Management review  
9.3.1 General  
9.3.2 Management review inputs  
9.3.3 Management review results 

ISO 27001:2013 ISO 27001:2022 

Structure of 10 Improvement 
 

10.1 Nonconformity and corrective action  
10.2 Continual improvement 

Structure of 10 Improvement 
 

10.1 Continual improvement  
10.2 Nonconformity and corrective action  

Key Changes : 27001:2013 to ISO 27001:2022 
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Key Changes: Information security controls 

ISO 27001:2013 
1. Total number of controls – 114 
Domains:  

A.5 Information security policies  
A.6 Organisation of information security  
A.7 Human resource security 
A.8 Asset management  
A.9 Access control  
A.10 Cryptography  
A.11 Physical and environmental security  
A.12 Operations security  
A.13 Communications security  
A.14 System acquisition, development, and 
maintenance  
A.15 Supplier relationships  
A.16 Information security incident management  
A.17 Information security aspects of business 
continuity management  
A.18 Compliance 

 

ISO 27001:2022 
1. Total number of controls – 93, (11 new) 
New control Addition in ISO 27001:2022  

1. Threat Intelligence (A.5.7) 
2. Information Security for Use of Cloud 

Services (A.5.23) 
3. ICT Readiness for Business Continuity 

(A.5.30) 
4. Physical Security Monitoring (A.7.4) 
5. Configuration Management (A.8.9) 
6. Information Deletion (A.8.10) 
7. Data Masking (A.8.11) 
8. Data Leakage Prevention (A.8.12) 
9. Monitoring Activities (A.8.16) 
10. Web Filtering (A.8.23) 
11. Secure Coding (A.8.28) 

Controls are categorized as: 
1. People, if they concern individual people  
2. Physical, if they concern physical objects  
3. Technological, if they concern technology 
4. Organizational, If they concern organization 



©2024 WBES WBSS 

Information Security ontrols : ISO 27001:2022  



Thank You 

Team Wissen Baum 


